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Organisations operating CCTV systems or other surveillance equipment should include this section in their policy’s arrangements section. Alter and add to this as necessary to reflect the controls in place within your business. 

CCTV must be used responsibly with proper safeguards in place. Organisations who use CCTV must comply with the Data Protection Act 1998. 
Regulatory Landscape 

Images of people are covered by the Data Protection Act, and so is information about people which is derived from images, such as vehicle registration numbers. Most uses of CCTV by organisations or businesses will be covered by the Act, regardless of the number of cameras or how sophisticated the equipment is. 

The Protection of Freedoms Act 2012 (POFA) introduced a new surveillance camera code, issued by the Secretary of State in June 2013, and the appointment of a Surveillance Camera Commissioner to promote the code and review its operation and impact. 

When using, or intending to use surveillance systems, many organisations also need to consider their obligations in relation to the Freedom of Information Act 2000 (FOIA) relating to information held by public authorities, the Protection of Freedoms Act (POFA code), the Human Rights Act 1998 (HRA) and the Surveillance Camera Code of Practice issued under the POFA code. 
CCTV 

______________________________ [Name of organisation/business] uses CCTV. We have identified, through a privacy impact assessment, that a surveillance system is the most appropriate means of addressing the needs of our organisation. 
We inform people that they may be recorded by_____________________________________ [insert here as appropriate; e.g. by displaying signs, which must be clearly visible and readable]. 
We have also notified the Information Commissioner’s Office (ICO) as to why we are using the CCTV. [Under data protection law, you may have to provide details of how your organisation handles personal data about staff or customers, for the data protection register.] 
CCTV at ________________________________________ [insert company name/premises]. 
The purpose of this policy is to regulate the use of Close Circuit Television (CCTV) and its associated technology in the monitoring of both the internal and/or external [delete as appropriate] premises of ________________________________________________ [insert company name]. 
CCTVs are installed internally and/or externally [delete as appropriate] in our premises for the purpose of enhancing security of the building and its associated equipment as well as instilling confidence among the occupants, at any one time, that a surveillance security system is in operation within and/or in the external environs of the premises during both the daylight and night hours each day. 
This policy applies to all personnel, and relates directly to the location and use of CCTV, the monitoring, recording and subsequent use and deletion of recorded materials.
The objectives of the CCTV system are to: [add to or delete as necessary] 
• protect the organisation’s premises and its assets 
• increase personal safety and reduce fear of crime 
• support the police in a bid to deter and detect crime 
• assist in identifying, apprehending and prosecuting offenders 
• protect members of the public and private property. 
We control who can see the recordings by_____________________________________________ [add details here] and have established a clear basis for the processing of any personal information, including the handling of information relating to individuals collected from surveillance systems.

______________________________ [Insert name as appropriate] has responsibility for the control of this information, for example, deciding what is to be recorded, how the information should be stored and used and to whom it may be disclosed. [If you are the organisation that makes these decisions then you are the data controller and you are legally responsible for compliance with the DPA.] 
[Appropriate methods should be employed to ensure the safety and security of information; insert details here, for example]: We use encryption to prevent unauthorised access to images processed in the surveillance system. 
We ensure that the system is only used for the purpose it was intended for. 
Data is not made available to the media for commercial use or entertainment. 
Recorded images are only viewed in the restricted area of _______________________________ [for example, a designated secure office, a control room, etc.]. 
Intended Use 

[Insert information relating to the intended use of the CCTV system. For example:] 
· cameras are used to monitor activities within the premises and its car parks and other public areas, to identify criminal activity actually occurring, and for the purpose of securing the safety and wellbeing of the premises, its occupants and visitors 
· the system is in place to monitor suspicious behaviour and not individual characteristics. 
Disclosure of Information 
Disclosure of information from our surveillance systems is controlled and consistent with the purpose(s) for which the system was established. Requests for information are approached with care as wider disclosure may be unfair to the individuals concerned. In some limited circumstances it may be appropriate to release information to a third party, where their needs outweigh those of the individuals whose information is recorded. Those handling requests for disclosure have been given clear guidance on the circumstances in which it is appropriate to make a disclosure and when it is not. We record the date of the disclosure along with details of who the information has been provided to [the name of the person and the organisation they represent] and the reasons as to why they required it.

The method of disclosing information is secure in order to ensure they are only seen by the intended recipient [provide details of such method]. 
[Individuals whose information is recorded have a right to be provided with that information or, if they consent to it, view that information. Information must be provided promptly and within no longer than 40 calendar days of receiving a request.] 
Retention 

We will retain footage for _________________________________ [the shortest period that you need to retain the information, based upon your purpose for recording it]. 
Our information retention policy is documented and understood by those operating the system. Measures are in place to ensure the permanent deletion of information through secure methods at the end of this period. We undertake systematic checks to ensure that the retention period is being complied with in practice. 
Retention of footage reflects our organisation’s purposes for recording information. [Insert details here. NB: The retention period should be informed by the purpose for which the information is collected and how long it is needed to achieve this purpose. It should not be kept for longer than is necessary, and should be the shortest period necessary to serve your own purpose. This should not be determined simply by the storage capacity of a system.] 
Live Images 

We restrict the viewing of live images on monitors to the operator and any other authorised person where it is necessary for them to see it, unless the monitor displays a scene which is also in plain sight from the monitor location. [For example, visitors to the reception area of the premises can see themselves on a monitor screen. This is acceptable as they cannot see anything on the screen which they could not see by looking around them. The only visitors who can see the monitor are those who are also shown on it.] 
The System 

· [insert here details of the system; for example:] The system comprises a number of fixed and dome cameras located around the premises 
· CCTV is located internally and/or externally at the following locations: ___________________________________________________________________________ [insert locations here] 
· all cameras are monitored from________________________[for example, a Central Control Room] 
· access to the CCTV Control Room is strictly limited to________________________________ [insert names of relevant personnel] 
· all cameras are only available to________________________[for example, selected senior staff, security personnel, etc.] 
· the CCTV system is owned and operated by ______________________________[insert as appropriate, for example the organisation, or external security firm?] 
· the day-to-day management of the system is the responsibility of ____________________ during the day and ___________________________out of hours and at weekends [if different]
· the CCTV system is operated ______________________________ [for example, 24 hours each day, every day of the year] 
· staff operating the CCTV system must not direct cameras at an individual or a specific group of individuals, unless an immediate response to events is required. 
Staff using the surveillance system or information are trained [for example]: 
· to know the organisation’s policies for recording and retaining information 
· on how to handle the information securely 
· on what to do if they receive a request for information 
· in security procedures. There are sanctions against staff who misuse surveillance system information [provide details]. 
We undertake a periodic review ____________________________________ [specify here, but this should be at least annually] of the system’s effectiveness to ensure that it is still doing what it was intended to do. If it does not achieve its purpose, it will be stopped or modified. 
This policy will be subject to review ________________________________ [for example, bi-annually] to include consultation as appropriate with interested parties. 
This policy and subsequent reviews is the responsibility of______________________________ [insert name of person responsible].

Insert your company logo here





Disclaimer





These example forms, checklists and Hettle Andrews policies are provided by Hettle Andrews for general guidance on matters of interest.  In making these documents available to a general and diverse audience it is not possible to anticipate the requirements or the hazards of any subscriber’s business.  Users are therefore advised to carefully evaluate the contents and adapt the forms and checklists to suit the requirements of each situation.  Hettle Andrews does not accept any liability whatsoever for injury, damage or other losses which may arise from reliance on this information and the use of these documents.





Copyright of these documents remains with Hettle Andrews and whilst subscribers are permitted to make use of them for their own purposes, permission is not granted for resale of the intellectual property to third parties. 
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