All organisations should include this section in their policy’s arrangements. Alter and add to this as necessary to reflect the procedures in place within your organisation. 

Introduction

This policy provides information on how [organisation] will act in the event of a bomb threat.
Bomb threats can be communicated in several ways including by phone, e-mail and social media (e.g. by Twitter, Instagram, Facebook etc.), by post or a written note, face-to-face or by leaving a suspicious item / vehicle on the premises. Threats can also be delivered by a third party i.e. who is not related to the intended victim. 

Any threat received should be treated seriously by all staff, and immediate action must be taken, by informing [responsible person] and the Police / Fire Brigade by calling 999 and giving them as much information as possible in regards to the threat.
Responsible persons
You should clearly indicate the responsibilities of employees, and where applicable, any specific roles placed on staff. This can be done in this section, or it can be incorporated throughout the policy.
Threats made over the phone

Threats can be received over the phone, warning an organisation that a bomb activation is imminent. Some staff have access to a direct line as part of their work duties, and therefore may be the receiver of the threat. These threats can be hoaxes that are intended to cause alarm and disruption to an organisation or community. Whether you suspect the call to be a hoax or not, it is not your responsibility to decipher this.
If the threat is received by phone, the recipient should:

· stay calm and listen to the caller carefully;

· gather as much information as possible during the phone call using the checklist in Appendix A;

· if possible, alert another member of staff about the call so that they can call 999 immediately; and 

· if the threat is received by a text message or similar, the recipient must not reply, forward or delete the message.

Threats made by e-mail or social media

Threats can be made via online platforms such as e-mail and social media sites such as Twitter, Instagram and Facebook. [All / Many / Some] staff have access to a work e-mail, and all staff may be using social media platforms, and therefore could be the receiver of this type of threat.

If the threat is made by e-mail or social media, the recipient should:

· stay calm;

· not reply, forward or delete the message;

· note the sender’s name, e-mail address, username or ID;

· if possible, save the message; and

· preserve all web log files for the organisation to assist with the Police investigation (i.e. 7 days prior to the threat and 2 days after the threat has been made).

Threats made by a written note

If the threat is made by a written note, the recipient should:

· stay calm;

· handle with care;

· not let any other person touch the post / note; and
· treat it as evidence.

Threats made by post (e.g. suspicious packages / mail)

[Specified persons] are responsible for handling the post when it is delivered on to the site, and they are trained in possible indicators that would alert a suspicious package. Suspicious mail/packages can come in a form of an envelope or a package, delivered by hand or through the post. 
Potential Indicators of a Suspicious Package:
· Discolouration, crystals on surface, strange odours or oily stains

· Envelope with powder or powder-like residue

· Excessive tape or string

· Unusual size or weight, given the size

· Lopsided or odd-shaped envelope

· Postmark that does not match return address
· Postmark maybe foreign and unfamiliar

· Restrictive endorsements such as ‘Personal’ or ‘Confidential’

· Handwritten, block printed or poorly-typed addresses

· Incorrect titles

· Job title but no name

· Misspelling of common words

· No return address
· Items addressed to individuals that are no longer with the organisation

This is not an excessive list, and there may be other characteristics which may make you suspect a package.
If the threat is made by post, the recipient should:

· stay calm;

· not touch the package further or move it to another location;
· not try to clean up any substances;

· clear the immediate area and keep others away;
· shut windows and doors in the room and leave the room, but keep themselves separate from others and available for medical examination;

· switch off any room air conditioning system;
· list the names of the persons in the immediate area of the mail / package;
· notify [responsible person] who should switch off the building air conditioning system, close all fire doors and windows and ensure that personnel are evacuated.
It is advised that any staff members who open postal letters or packages do the following:

· Open letters and packages with an implement.

· Try and not move the item whilst opening it.

· Before taking out the contents, look inside the envelope, parcel etc.

· Wash hands after opening mail.
Threat from a suspicious item/vehicle found on the premises

Packages may also be found on the premises that may have been left/abandoned. If so, the finder must:
· Leave the package where it was found. Do not disturb. Do not try to clean up any substances;
· Clear the immediate area of all persons, keep others away and cordon off the immediate area;
· Direct these people to a designated area away from the substance/package; and
· Notify [responsible person] and follow their guidance.
If the threat is made face-to-face, the recipient should:

· stay calm;

· try to remember as many distinguishing characteristics of the person as possible; and

· notify [responsible person] as soon as possible and follow their advice.
Assessing the credibility of the bomb threat
Evaluating the credibility of a threat is critical. Although the Police will assess the threat at the earliest opportunity, an initial assessment may need to be made by [responsible person], who will need to consider:
· Is the threat part of a series? If so, what has happened elsewhere or previously?

· Can the location of the claimed bomb(s) be known with precision? If so, is a bomb visible at the location identified?

· Consider the hoaxer’s desire to influence behaviour, is there any reason to believe their words?
· If the threat is imprecise, could an external evacuation inadvertently move people closer to the hazard?
· Is a suspicious device visible?

Alerting other employees

Fire drill procedures will be used in the case where an evacuation is needed, whilst avoiding the area affected by the bomb threat. It is ideal to either have a code for ‘bomb threat’ that will not cause panic, but will alert employees to act quickly.

Evacuation of the premises

If the location of the device is known and it is internal, it may be determined that staff will be safer outside. However, if the device is known to be external, then protected spaces should be safer. It must be considered that the location of the bomb, or potential bomb, may not be where the caller described. Tactics can be used by the attacker, to give misleading information, which will lead to the evacuation of persons to the point of actual danger. If there is a safe, protected space within the building you should use this (see protected spaces).

Evacuation marshals and assembly points 

The following members of staff are designated evacuation marshals [list staff members or job titles]:

· Name

· Name

· Name etc.

They are responsible for ensuring the safe evacuation of the premises and escorting persons to their assembly areas.

You may wish to also list the assembly points. They should be at least 500m away from the incident, car parks should not be used as assembly points, and there should be varying assembly points to cover different scenarios.

In the case of a letter/package bomb:

· Evacuate the room/floor concerned, and the 2 floors immediately above and below.

· Do not cause panic or disorder, aim to get people out of the building quickly.
Personal Emergency Evacuation Plans
We have staff / We may have staff and visitors who require personal emergency evacuation plans. The circumstances of an evacuation due a bomb threat is considered within these plans, and staff are briefed on the details.
Protected spaces

If an evacuation route will take people near to the suspect device/package, then it should not be used. If there are no alternative safe routes, then a protected space should be considered. A protected space, in some cases, may be safer to use than evacuating the building, as it should protect against blast and flying fragments.  

A safe place consists of: 

· Concrete walls (e.g. internal corridors, toilet areas).

· Away from windows, external doors and walls.

· Away from the area in between the building’s perimeter and the first line of supporting columns (known as the ‘perimeter structural bay’).

· Away from stairwells or areas with access to lift shafts.

· Above the ground and first floor if possible.

Here you should list safe places within your building – you may wish to seek advice from a structural engineer.
Media and Communication
Staff must not reveal any details about specific incidents to the media or through social media, unless advised by the Police, as by doing so this may:

· be the hoaxer’s objective
· cause unnecessary alarm to others

· be used by those planning to target other venues

· adversely affect the subsequent police investigation.
Drills
We carry out [termly / six monthly / annual] drills to ensure that staff [and pupils] are familiar with the procedures that [organisation name] has in place. If there are any shortcomings found during these drills, further investigation will be carried out and amendments to our policies and procedures will be made where necessary.

Appendix 1

This checklist should be used to help staff deal with a telephoned bomb threat effectively and will ensure that all necessary information is recorded.

	Actions to be taken on receipt of a bomb threat:

	Switch on recording / voicemail (if possible)

	Tell the caller which town / city you are answering from

	Record the exact wording of the threat:




	Ask the following questions:

	Where if the bomb right now?
	

	When is it going to explode?
	

	What does it look like?
	

	What kind of bomb is it?
	

	What will cause it to explode?
	

	Did you place the bomb?
	

	Why?
	

	What is your name?
	

	What is your address?
	

	What is your telephone number?
	


	Record time call completed:

	Where automatic number reveal equipment is available, record number shown:
	

	Inform the Security Co-ordinator (or where there is none, a Senior Manager):
	This was reported to:

Name:

Job Title:

Time reported to them:

	Contact the police on 999. Time informed:
	


	The following part should be completed once the caller has hung up and the Security Co-ordinator/Senior Manager and the police have been informed:

	Time and date of call:
	

	Length of call:
	

	Number at which the call was received (i.e. your extension number):
	

	About the caller:

	Sex of caller:


	

	Age:


	

	Nationality:


	

	Language:

(    Well spoken

(    Irrational

(    Taped message

(    Offensive

(    Incoherent

(    Message read by threat-maker


Background sounds:

(    Street noises

(    House noises

(    Animal noises

(    Crockery

(    Motor

(    Clear

(    Voice

(    Static

(    PA system

(    Booth

(    Music

(    Factory machinery

(    Office machinery

(    Other (specify)


	Caller’s voice:

(    Calm

(    Crying

(    Clearing throat

(    Angry

(    Nasal

(    Slurred

(    Excited

(    Stutter

(    Disguised

(    Slow

(    Lisp

(    Accent

       Type of accent: ____________________

(    Rapid

(    Deep

(    Hoarse

(    Laughter

(    Familiar

       If so, whose voice did it sound like?

       __________________________________




	Other remarks:




Print name: __________________________


Signature:   ​​​​​​​​​​​​​​​​​​__________________________

Date:           __________________________

