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Workplace Security
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Every company needs to have a security policy in place to keep employees, equipment and goods secure and safe. Having the right security measures can help prevent and deter burglars or people who intend to enter the property without permission. Security arrangements should be regularly reviewed and amended as necessary.

Organisations should include this section in their policy’s arrangements section. Alter and add to this as necessary to reflect the controls in place within your business. It should be read in conjunction with other relevant policies, such those concerning CCTV arrangements, lone working policies, etc. 
Workplace Security 

Security arrangements at __________________________________________ [insert company name] include _________________________________________________________ [for example: alarms, closed‐circuit TV systems (CCTV), 24‐hour patrol service, etc.]. 
We have undertaken a risk assessment to determine what we need to do in terms of security arrangements for the premises, whilst ensuring we are complying with relevant legislation [such as health and safety laws, data protection requirements, etc.]. We have looked at potentially vulnerable locations within the building(s) or premises, prepared contingency plans in the event of an emergency situation, identified any security measures which need installing and have methods in place to monitor these to measure their effectiveness.   
However, it is also the responsibility of every individual working on the premises to be vigilant about security. We ask employees and visitors to take care of personal belongings and staff to be aware of the security of the equipment in their department. We ensure that staff lock up offices at night, ensuring any windows are closed, and in the event that a member of staff notices a person or event that rouses suspicions, they are asked to inform _____________________________________ [for example: name of person responsible for site security; the security control room if there is one; etc.] immediately at any time, day or night. 
Staff or visitors with any questions about general aspects of security, whether relating to buildings or equipment, are asked to contact _______________________________________________________ [insert name and position of person responsible]. 
Training has been delivered so that staff are fully aware of their responsibilities should their security be threatened. Resources available to help staff in this area include____________________________________________ [insert details here, for example training manuals, evacuation drills, etc.]. 
[If your business involves customer facing roles, you may need to consider further security precautions such as alert buzzers, toughened glass screen partitions etc. Include details within this Policy.] 
Car Park(s) 

Parking facilities for staff are well lit and the route to walk to/from the car park is also illuminated providing good visibility. Bushes and trees which could provide hiding places for a would‐be intruder or a person intent on committing a crime have been removed or maintained by cutting back sufficiently to prevent someone hiding behind them [if applicable].
Car park barriers [such as bollards and posts, automatic barriers, etc.] are in place for deterring unwanted criminal activity over night.

[Insert here any additional security measures and procedures in place, such as a gate‐house and guard, CCTV, ID card controlled access barriers, etc.]
Restricted Areas

Procedures are in place in relation to the control of access to the premises by visitors and where visitors can and cannot go and all staff have been made aware of them. [In some larger business premises, this may involve employing the services of security personnel and/or installing CCTV cameras, intruder alarms and light systems, areas with restricted access and having regular security checks and patrols carried out.]

Building Access

Entrances and exits on the premises are kept secure at all times.  

We use ______________________________________________________________________ [insert details relevant to your business here; for example, a combination door lock in order to control access into the building which uses a code in order to gain entry].
ID cards, keys and/or ID badges are issued to regular staff.  

Access to the building outside of core office hours is restricted [you may want to include here who has out of hours access or how staff requiring it go about arranging such access].

Visitors must go to reception to sign in and be provided with a visitor’s badge. Visitors must always be escorted by their host.

Night Shift and Lone Workers [If applicable to your business]

Extra security provisions are in place for such workers, including equipping workers

with_________________________________ [for example personal audible alarms, GPS devices, etc.].

Please consult the Company’s Lone Worker policy for further information [if applicable].

General Arrangements

Security system: our security system alerts our designated Central Station which in turn calls the Police in event of a break in. Passwords/codes are only issued to restricted members of staff (Insert levels of restriction if applicable). Passwords/codes are changed every ___________________________________ [insert time here, for example every month, every two months, etc.].

Laptop and computer security: [provide details of any security equipment in place to keep such equipment secure; these may include security cables, security shoes and slippers, also known as clamps]. Computers and documents are password protected and staff are required to change passwords every

_____________________________ [insert frequency here].
Useful Telephone Numbers 

[Use this section to insert the names and telephone numbers of those who should be contacted in the event of a security issue. For example:] 
If you see anything of a suspicious nature, it should be reported to: 
Security Adviser _______________________ [telephone] _____________________________ [email] Security Control Centre _______________________ [telephone] [routine calls] or _______________ [emergency]. 
This policy is the responsibility of __________________________________________________ and will be reviewed every ______________________________________ [insert frequency here].

Insert your company logo here





Disclaimer





These example forms, checklists and Hettle Andrews policies are provided by Hettle Andrews for general guidance on matters of interest.  In making these documents available to a general and diverse audience it is not possible to anticipate the requirements or the hazards of any subscriber’s business.  Users are therefore advised to carefully evaluate the contents and adapt the forms and checklists to suit the requirements of each situation.  Hettle Andrews does not accept any liability whatsoever for injury, damage or other losses which may arise from reliance on this information and the use of these documents.





Copyright of these documents remains with Hettle Andrews and whilst subscribers are permitted to make use of them for their own purposes, permission is not granted for resale of the intellectual property to third parties. 
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